Multifactor Authentication (MFA)

=  Sometimes referred to as “2-
Factor”

Standard Authentication

User Name + Password

MFA adds another level with a
rotating numerical code

Other Examples

Bank Text Messages

Online Accounts
confirming logins with
an email




MFA Devices- Token

= Token 2
. Pocket Sized
. Inexpensive: Ranges from
$25 — $45 depending on
features

. Compatible with Office 365

" Easy to use




MFA Devices- Smart Phone App

Free Download

Microsoft
Authenticator

Can use either Microsoft Authenticator or
Google Authenticator

Easy setup

= Guidelines
Smart Phone must be owned by Company

Can not be a shared device




Important Dates

= December 15, 2020 = ["ONeSHay Thyrg

a)

New access will require MFA

= January 15", 2021

All access will require MFA




How to prepare?

= Determine which method of
authentication works best
for you (Smart Phone App,
Token)

= North Country can assist
with information on
recommended tokens as
well as Smart Phone app
setup

ARE YOU REEAN®




Questions?

Joe Balberde

Chief Information Officer
North Country CMH
|balberde@norcocmh.org
231-439-1294
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